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The first step in ensuring X-Charge Security is to make sure the computers running
X-Charge are behind a hardware firewall. Under no circumstances should a computer
running X-Charge be connected directly to the modem or wall jack .
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By default the security username and password is set to “system.” It is absolutely vital
that the system username be changed before anything else is done. To change the
password, open up X-Charge, click on File, and select X-Charge Server.
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Once the X-Charge server window is open, click on the “Setup...” button.
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Once the setup window is open click on the security tab. You'll notice here that
security is enabled and the default system username is in use. Highlight the system
username and click on the Modify button.

www.acceleratedpay.com




'A ACCELERATED

payment technologies o0 0 0

- ? = =
=& User Security Settings ) E
]
Hser Mame _ I
il | [stem Administrator
I Fazzward
" o 3¢ 3¢ 3 3¢ ¢ Pazzword Strength: Weak
[V] Enabled
Security | Advanced
#-Charge Client Options #-Charge Server Options Available Merchant [Ds
Reparts Enable/Dizable Offine Processing <ALL»
Settlement Process Offline Files
Setup Processar
Transaction Lookup Setup
Check, For Updates Purge Credit Card Mumbers
Credit Card - Purchase Encryption Key Management
Credit Card - Feturn Backup
Credit Card - Dehit Purchaze Restare

Credit Card - Dehit Return
Credit Card - Farce

Credit Card - Pre-Authorization
Credit Card - Adjustment

Credit Card - %aid

Credit Card - Check Verification
Gift Card - Activate

Gift Card - lssue

Gift Card - Redeem

Gift Card - Balance

Gift Card - Adjustrent

Gift Card - Retum

[zift Card - Yaid

Gift Card - Replace Account
Gift Card - Cambine Accalnt
[ Dizplay full CCH in Reports [GPN Only)

[ Select all ] [ Select None] [ Select Al ] [ Select None ] [ Select All ] [ SelectNDne]

| ok || com. |[ cancel |

You will then be presented with security settings for the System Account. You will also
see what actions this user is allowed to perform. Note that an administrator account
may not be deleted. To change the password, highlight the Password field and enter in
a new password. Click OK once you are done.
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If you click on the Advanced tab you will then have the option having the user change
their password on a predetermined basis. You also have the option of requiring a
strong password.
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To create a new user, click on the Add button. We'll start by creating a non-
administrative user.
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You will be taken to the security settings window where you will assign a username,
password and level of access for the new user account.
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Here, I've created a user called “testuser” and the user is only allowed credit, debit, and
gift card transaction. The user is not permitted to run any reports or access any of the
server functions. | then save the user by clicking on the OK button.
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If | wanted to create another user that had the same level of access as testuser, | can

copy the attributes of testuser to a new account. To do this, create a new user and then
click on the Copy button. A window will pop up listing the current users. Highlight the
user whose attributes you would like to copy; in this case | am going to select testuser.
Click OK once you are done.
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You'll see now that testuser’s level of access is now copied to this new account. The
only thing left to do is to assign a username and password and click OK. The Copy
function is useful if you will be creating multiple users who will all have the same level
of access.
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the attributes of the system account to a new user account. In this case I'm going to
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| have now created a new administrator that I'm calling Admin2. Also note the
Administrator box that now appears signifying this as an administrator account. As is
the case with all administrator accounts, once it is created, it cannot be deleted.
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Accounts will be enabled by default. If, for any reason, you need to disable an account,
highlight the account and click on the Modify button.
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To disable the account, click on the Enable button to uncheck the box and click OK to
save. This will render the testuser2 account inactive.
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You will now see that the testuser2 account is no longer enabled.
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To delete an account, highlight the user and click on the Delete button. In this case |
am going to delete the testuser2 account.
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You will be asked to confirm your request to delete the user. Click on Yes to continue.
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Testuser2 is now deleted.
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In versions of X-Charge prior to 7.0 the security tab will look like this. You have a
manager account which will act as the administrator, and 5 additional user accounts.
You will not be able to add any additional accounts beyond what is already listed. As
before, the default password is “system” and should be changed immediately after
installation.
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Since you'll be unable to create new users, the most you will be able to do is to modify
the current ones. The username and password can be set to whatever you like. In this
example User1 is called TestUser. When logging in you will use TestUser and not User 1.
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Lastly, although security is enabled by default, you should still check to see if the
Enable User Security box is checked. X-Charge will completely disregard any security
settings you may have created if this box is not checked.
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